How to View Line Numbers in the Audit Workbench
Source Code Panel

This page has been made public for vendors

Question

How can | view line numbers in the source code panel of Audit Workbench?

Answer

Audit Workbench does not by default display line numbers in the source code panel. To
enable viewing line numbers:

Display a source code file in the source code panel by expanding a finding category in
the issues panel, and then selecting a finding as shown below. The Cross_Site
Scripting: Persistent category was expanded and then the Hascreds1__ok.java:52
finding was selected to display Hascreds1_ok.java in the source code panel.

£ Fortiytestcases - 558/Hascreck]_ okjava - Audit Workbench 1
Fle Edt ook Options |Help |
| summary | Audtude | scan | Reports aupiT wouKnENcNE
Filter Set: [FMylssues I Project Summary Hascreds_okjava £ =n
8 critical [ High | () Medium | £ Low | ... | B AN] ®Description: The credentials for connecting to the database are hard-wired into the sourcecode.[] =
Group by: public class Hascredsl_ok extends Httpservlet
£ Command njection - [0/2] © private oatssaurce _ts;

4 (] Cross-Site Scrpting: Persistent - [0/ 51
) Haseredsl_bad java:S1 (Cross-Site Scripting: Persistent)
| Hascredsl_okjava:52 (Cross-Site Scripting: Persistent) i

public void doGet, req, Hetp: res)
throws ServletException, IOException

) Hescreds2_ ok javai51 (Cross-Site Scripting: Persistent] res. setContentType("text /htnl");

&1 Sqil_bad javaiS6 (Cross-Site Scrpting: Persistent) out = r )

5/ Sall_okjavassT (Cross-Site Scripting: Persistent] out.println("<HTHLY<HEAD><TITLE>Test</TITLE</HEAD><BODY><blockquoter<pre>™);
> [ Cross-Site Scripting: Reflected - (0/3]

» [ Password Management: Hardcoded Password - [0./1]
> ] Path Manipulation - 0/ 5]

» 1 QL Injection - [0 /1] try {

Connection conn = getConnection(); /* 0K
out.println("got connection”);

P P “select * from mytab");
ResultSet rs = stmt. executeQuery();
out.println("results:");

while(rs.next())

out.println(rs.getString(1) + ", " + rs.getString(2));

} catch(Exception <)

throw new ServletException(e);
} finally {

close(conn);

o7 Advanced.. out . println("</pre></blockquote></B0DY></HTHL>"); E

- Aie B P

Right click in the source code panel to display menu options for the source code panel as
shown below:

il Project Summary Hascredsl_okjava &2 = g

®Description: The credentials for connecting to the database are hard-wired into the sourcecode.[] =
# import java.io.*;[]
public class Hascredsl_ock extends HttpServlet
private DataSource _ds;

e public void doGet(HttpServletRequest req, HttpServletResponse res)
throws ServletException, IOException

n

{
res.setContentType("text/html");
servletOutputStream out = res.getOutputStream();
out.println(”<HTHL><HEAD><TITLE>Test</TITLE></HEAD><BODY><blockquotes<pres");
Connection conn = getCennectien(); /% 0K */ —
out.println("got connection”);
try {
PreparedStatement stmt = conn.prepareStatement("select * from mytab”);
ResultSet rs = stmt.executeQuery();
out.println("results:");
while(rs.next())
| out.printin(rs.getstring(1 © Creste Newlssue..
} catch(Exception e) { Write Rule for This Function...
throw new ServletException(e);
} Finally { Jump te Declaration
close(conn); Find Usages
H Copy Relative File Path to Clipboard
out.println(”</pre></blockquote»</] Refresh <
i Editor Preferences... L
£ Summary 32 =g

Select the Editor Preferences option to display the Preferences menu, shown below:

HPE Fortify 4.40 and later
Version

Programming ¥ CI/C++
Language « NET
¥ Java
¥ Objective
-C
+ Other

Fortify Audit v Yes
Workbench No

Fortify IDE Yes
Plugin No

Other Fortify Yes
Component No

Request code review tools,
validations, and support HERE.


https://wiki.mobilehealth.va.gov/display/OISSWA/Frequently+Asked+Questions

i? Preferences (Filtered) = @

type filter text Text Editors - - -
C/c
) ClCes See 'Colors and Fonts' to configure the font.
4 General
» Appearance Undo history size: 200
Content Types
4 Editors Displayed tab width: 4
File Associations Dlnser‘t spaces for tabs
> [iked Editors Highlight current line
Keys . -
Search ] Show print margin
Web Browser Print rnargin column: &0
> Java
> Web

Show range indicator

] Show whitespace characters (configure wisibility’
Show affordance in hover on how to make it sticky

When mouse moved inte hover: | Enrich after delay  +

Enable drag and drop of text
Warn before editing a derived file
[¥] Smart caret positioning at line start and end

Appearance color options:

Line number foreground Color: E

Current line highlight

Print margin

Find scope

Selection foreground color
Selection background color
Background color
Foreground coler
Hyperlink

More colors can be configured on the 'Colors and Fonts' preference page.

’ Restore Defaults] ’ Apply ]

[ oK J ’ Cancel ]

Select the "Show line numbers" checkbox in the Preferences menu and then select OK.
Note that other options are available to configure how you'd like the source code panel to
appear.

Line numbers will now appear in the source code panel:

Hascredsl_ok.java 532
J

private DataScurce _ds;

public void doGet({HttpServletRequest req, HttpServletResponse res)
throws ServletException, IOException

res, setContentType( "text/html");
servletOutputStream cut = res.getOutputStream();
out.println("<HTML><HEAD><TITLE>Test</TITLE></HEAD><BODY><blockquotes<pre>");

Connection conn = getConnection(); /* OK %/
out.println(“got connection”);

try {
PreparedStatement stmt = conn.prepareStatement("select * from mytab");
ResultSet rs = stmt.executeQuery();
out.println{"results:");
while(rs.next())
out.println(rs.getString(1) +
} catch(Exception e) {
throw new ServletException(e);
} finally {
close(cenn);

+ rs.getString(2));

out.println("</prex</blockquotes</BODY></HTML>");
out.close();

public woid clese(Connection conn)
throws ServletException

{
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